Multi-Factor Authentication (MFA)
Alternative Authentication Methods

In addition to the Secure Auth mobile application, there are alternative
authentication methods available: Security keys and Biometrics.

v

Before you proceed, make sure that you have already set up

mobile MFA for your L&C Account. If you haven’t, please visit

www.go.lclark.edu/MFA. If you need additional support during this

initial set up, stop by the IT Service Desk or contact us at

[TService@Iclark.edu or 503-768-7225



http://go.lclark.edu/MFA
mailto:ITService@lclark.edu
tel:503-768-7225

Getting started

Regardless of which alternative authentication method you are adding, you

must follow these initial steps. After step 6, you can then navigate to the
section of the alternative authentication method you are trying to add.

Make sure you are using the device you are trying to add. If you are adding

a USB Security key, ensure the device has a matching USB port.

1 Visit mfa.acceptto.com/users_dashboard/lclark and click on

“Arculix Single Sign On”.

Sign In to Lewis and Clark

Use a different organization

ARCULIX SINGLE SIGN ON )

OR

Login with your username or scan the QR code with Arculix Mobile



http://mfa.acceptto.com/users_dashboard/lclark

Getting started

2 ) Sign in using your LC username (LCXX-XXXX) and password, then
click “Sign In”.

ELEWIS & CLARK APPLICATIONS




Getting started

Authenticate your login using the mobile app or another existing
3 ) method. If you have not set up Multi-Factor Authentication for

your L&C account, review the first page and contact the IT

Service Desk if you need assistance enrolling into MFA.

l;._,LEWIS & CLARK APPLICATIONS

@

Confirm with Arculix Mobile App

A push notification has been sent to your device.
Please tap the "Accept” button to continue,




Getting started

You are now inside the Arculix by Secure Auth dashboard. Here you

4 will see some information, such as existing paired mobile application

devices. You can also add Security keys and Biometric authentication
Yy K&y

methods on your account. Go ahead and click on “WebAuthn

Credentials”

arculi

by SECUREAUTH

Paired Devices

iPhone 13 -i0518.1.1

Last Used: about 1 hour ago
Application: Arculix Mobile
Build:; 1114

Audit Logs

November 19, 2024 03:55 pm

B -




Getting started

Here, you will see any Security keys or Biometric authentication

that you have added to your account. If this is your first time

registering an alternative authentication method, this will not show
any items.

by SECUREAUTH

arculi

m H

Web Authentication Credentials

Web Authentication Credentials allow you to authenticate with a physical security key or use the built-in biometric security on your device,
like a fingerprint reader or facial scanner.

Registered Credentials

Name Credential ID Created

@ iPad FacelD August 18, 2022 u

& NFC September 17, 2024 n

Register a New Credential

Enter a credential name below (max. 28

char. ick Register, then follow the




Getting started

To begin registering a Security key or Biometric authentication,

6 enter a recognizable name in the “Credential Name” box and then

click “Register”.

arculi

by SECUREAUTH

Web Authentication Credentials

Web Authentication Credentials allow you to authenticate with a physical security key or use the built-in biometric security on your device,
like a fingerprint reader or facial scanner.

Registered Credentials

Name Credential ID

@ iPad FacelD

& NFC September 17, 2024 n

Register a New Credential

Now you can continue to the section corresponding to the

alternative authentication method you are trying to add.

Section A - Security Key on Safari

Section B - Security Key on Chrome

Section C - Apple Biometrics
Section D - Android Biometrics

Section E) Windows Hello Biometrics




Section A) Security Key on Safari

Al )You will be prompted with a dialog box similar to the one below.
Click on “Other Options”.




Section A) Security Key on Safari

AZ )Select “Security key” and click “Continue”.




Section A) Security Key on Safari

A 3 )On the Security Key that is connected to your device, touch the

metal conductive piece. This will verify that you are adding the

device.




Section A) Security Key on Safari

A 4_ )You should now see the named Security Key inside your “Web
Authentication Credentials” page.

arculi

by SECUREAUTH
() Home

3 Offline Authenti

Web Authentication Credentials
F WishAuthn Credaritials Web Authentication Credentials allow you to authenticate with a physical security key or use the built-in biometric security on your device,
like a fingerprint reader or facial scanner,

Registered Credentials

Name Credential ID Created

& iPad FacelD August 18,
2022

& NFC September
17,2024

@ USB Key November
22,2024

Register a New Credential

Enter a credential name below (max. 28
characters). Click Register, then follow the
on-screen prompt

Credential Name




Section B) Security Key on Chrome

Bl ) You may be prompted with a dialog box similar to the one below. If

so, click “Cancel”.




ection B) Security Key on Chrome

BZ )Click on “Use a phone, tablet, or security key”.

[ ]
arculi

by SECUREAUTH

Choose where to save your passkey for
acceptto.com
urity key or use the built-in biometric

€ iCloud Ke:
Use a phone, tablet, or security key ¥ Created

[ Your Chrome profile AUgUSCIS, 2022

September 17,
2024

Register a New Credential
Enter a credential name below (max.
28 characters). Click Registe

on-screen prompt




Section B) Security Key on Chrome

On a Mac:On the Security Key that is connected to your device,

B3 )touch the metal conductive piece. This will verify that you are

adding the device. Ignore the QR code and instructions at the top.

On a PC: You will need to click “OK” and then touch the metal

conductive piece on the security key.

arculi

by SECUREAUTH

reated

August 18, 2022

September 17,
2024




Section B) Security Key on Chrome

B 4 )You should now see the named Security Key inside your “Web

Authentication Credentials” page.

arculi

by SECUREAUTH
() Home

3 Offline Authent

Web Authentication Credentials

‘Web Authentication Credentials allow you to authenticate with a physical security key or use the built-in biometric security on your device,
like a fingerprint reader or facial scanner,

Registered Credentials

Name Credential ID Created

& iPad FacelD August 18,
2022

& NFC September
17,2024

@ USB Key November
22,2024

Register a New Credential

Enter a credential name below (max. 28
characters). Click Register, then follow the
on-screen prompt

Credential Name




Section C) Apple Biometrics

)You will be prompted with a dialog box. Click “continue”, confirm

with Touch ID or FacelD. Examples are shown below.

2:Sign In

Use Face ID to signin?

lark.edu” will
vailable




Section C) Apple Biometrics

CZ )You should now see the named biometrics inside your “Web
Authentication Credentials” page.

Web Authentication Credentials




Section D) Android Biometrics

Dl Select “This device” from your list of options. You will then be asked

to use your biometrics to authenticate.

g N e N =l 99%8

arculi

by SECUREAUTH
Web Authentication Credentials

Web Authentication Credentials allow you to
authenticate with a physical security key or use the
built-in biometric security on your device, like a
fingerprint reader or facial scanner.

Registered Credentials

Name Credential ID Created

Choose a device for your passkey

Select where you would like to save your passkey for

acceptto.com

NFC security key

USB security key

Use a different phone or tablet

This device




Section D) Android Biometrics

D Z )You should now see the named biometrics inside your “Web
Authentication Credentials” page.

_ arculi- o

by SECUREAUTH

Web Authentication Credentials

Web Authentication Credentials allow you to
authenticate with a physical security key or use the
built-in biometric security on your device, like a
fingerprint reader or facial scanner.

Registered Credentials

Credential
ID Created

November
26, 2024

Register a New Credential

Enter a credential name below (max. 28 characters).
Click Register, then follow the on-screen prompt.

Credential Name

Register




Section E) Windows Hello Biometrics

El ) You will be prompted with a dialog box similar to the one below.
Click on “Fingerprint” or the biometric option that is available on

your computer.

| L]
I cu I T . .
by SECUREAUTH w  Windows Security

' Making sure it's you

Let's save a passkey on this device to sign in to "acceptto.com” as
@iclark.edu”. the built-in biometric security on

This request comes from the app “chrome.exe” by “Google LLC".

Created
—

’5‘6)\ . August 18, 2022

Scan your finger on the fingerprint reader. September 17,
2024

More choices Movember 26,
2024

Cancel




Section E) Windows Hello Biometrics

E 2 ) Scan your finger on your computer’s fingerprint reader or
authenticate using the biometric option that you selected. The

location of your biometric option will depend on your computer.

by SECUREAUTH w Windows Security

arculi "

Making sure it's you

Let's save a passkey on this device to sign in to "acceptto.com” as
@lclark.edu”.

the built-in biometric security on
This request comes from the app “chrome.exe” by “Google LLC".

Created

August 18, 2022

Scan your finger on thé i ; September 17,
2024

More choices November 26,

2024
| Fingerprint
I




Section E) Windows Hello Biometrics

E 3 ) You will receive a confirmation that your biometric option was

saved. Click on “OK”.

by SECUREAUTH

arculi

== Windows Security

the built-in biometric security on

Passkey saved

You can now use Windows Hello to sign in with your face,
fingerprint, or PIN. Created

August 18, 2022

@lclark.edu
acceptto.com September 17,
2024

November 26,
2024

Register a New Credential
Eniter 3 |
28 cha




Section E) Windows Hello Biometrics

E 4) You should now see the named biometrics inside your “Web
Authentication Credentials” page.

arculi

by SECUREAUTH

filine Authe:

Web Authentication Credentials

M8 WebAuchn Credential Web Authentication Credentials allow you to authenticate with a physical security key or use the built-in biometric security on

your device, like a fingerprint reader or facial scanner.

Registered Credentials

Name Credential 1D Created

@ Windows Hello December 10,
2024

@ iPad FacelD August 18, 2022

@ NFC September 17,
2024

& Macbook November 26,
2024

Register a New Credential

Enter a credential narm




