A User Guide to SecureAuthMFA |
Multi-Factor Authentication (MFA)

Multi-factor authentication is being implemented at Lewis & Clark
as an added layer of security, protecting the community and helping
safeguard college data. SecureAuth is being utilized as the MFA and

L Single Sign On (SSO) service provider for the college. )

SECUREAUTH

( N

To get started, you will need 2 devices. A mobile

phone and a computer. These instructions reflect
the iPhone setup process, but it a very similar
process on Android.

N
To learn more about MFA and view our Frequently Asked Questions, visit

www.lclark.edu/information technology/multi-factor-authentication/

itservice@lclark.edu 503-768-7225

{ If you require further assistance, please contact the IT Service Desk )
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SecureAuth MFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

(1) Install SecureAuthMFA
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What's New >
Ver 18

New brand identity and performance
improvements

Preview

TOTP
Embedded Offline Mode PIN

OFFLINE AUTHENTICATION

4 ™
Download “SecureAuth MFA” from Apple App Store for iPhone or
from the Google Play Store for Android.
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https://itunes.apple.com/us/app/acceptto/id893534370?mt=8
https://play.google.com/store/apps/details?id=com.acceptto.mfa

SecureAuth MFA Set Up

Set up your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

(2) Notifications

“It'sMe" Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

" When you launch the app, you will be asked to enable A
notifications. Select “Allow” so that you can receive MFA
Jequests. )
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SecureAuth MFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

@) Pair Device

Cognitive Continuous Authentication™

Predictive Analytics via Machine Learning

" Read and swipe through the information from h
SecureAuthMFA. On the last page, select “PAIR
\DEVICE”. )
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SecureAuth MFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

(4) Enable Camera Access

"SecureAuth MFA" Would
Like to Access the Camera

SecureAuth MFA needs to use your
camera in order to use the QR Scanner.
Please provide access to it.

)on't Allow Allow

é H 13 ” H H h
Click “allow” to enable camera access. This will be
necessary for scanning QR codes during set up.

. )
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SecureAuth MFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

(5) Pair your device

CUREAUTH

PAIR YOUR DEVICE

NO QR-CODE? SIGNUP! ‘ /

" You are now ready to add the device. You will now need h
the second device, preferrably a computer.

\. J
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SecureAuth MFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

(6) sso.acceptto.com/Iclark

ELEW\S & CLARK APPLICATIONS

~ . )
On your secondary device, open a web browser and go

to sso.acceptto.com/iclark. Enter your LC Credentials and
\click “SIGN IN”.

J
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http://sso.acceptto.com/lclark

SecureAuth MFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

C7) Continue

l’!LEWNS & CLARK APPLICATIONS
&

Download Arculix Mobile to pair your device

In order to login to your account you need to download SecureAuth
Areulix Mobile App to pair your device

2 Download on the 1 GETITON
[ [ App Store [ B Google Play |

Learn more about Arculix Mobile and MFA

e

" Since you have already downloaded and set up the app, A
click “CONTINUE”. This page is using the prior branding,
\but will soon be updated to SecureAuthMFA.

J
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SecureAuthMFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

(8) Scan the QR code

l’&."LEWS&CLA?K APPLICATIONS \

0

Pair your device

Scan QR code with Arculix Mabile App

SECUREAUTH

PAIR YOUR DEVICE

Scanning...

k NO QR-CODE? SIGNUP!

" You will be shown a QR code on the screen,With your A
phone from step #5, you can now scan the QR code.
\ J
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SecureAuth MFA Set Up

Setup your mobile device to configure MFA authentication,
receive notifications, and manage your profile.

<9) Success!

" You have now added your device to SecureAuth MFA. A

When you log in, you can now send a push notification to
Jhis device by selecting “PUSH TO OTHER DEVICES”.
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SecureAuth MFA Set Up

SecureAuth App dashboard overview, additional
information, and account resources.

10) Dashboard

ox3d  3x[

Workstations Devices

1 minute ago

1 hour ago

i3LOBALPROTECT_WEB_SAML

Yesterday at 4:08 PM
WORKDAY

" You can now view event history, information about h
paired devices, and manage your profile by selecting the
\“Dashboard” tab in the lower left corner. )
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